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PERFORMANCE MONITORING OF METHOD CALLS 
AND DATABASE STATEMENTS IN AN APPLICATION SERVER 



RELATED APPLICATION 

This application claims the priority under 35 U.S.C. §119 of provisional 
application serial number 60/486,836 filed July 11, 2003. 



TECHNICAL FIELD 

This disclosure relates generally to the field of computer systems, and more 
particularly to performance monitoring of method calls and database statements in an 
application server. 
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BACKGROUND 

Many organizations such as business organizations are moving their web and 
enterprise applications to the Java 2 Enterprise Edition (J2EE) architecture. The J2EE 
architecture generally promotes multi-tiered applications. An important tier in a J2EE 
5 application is typically the database connectivity layer, which generally enables Java 
applications that reside on a J2EE server to query an associated database using, for 
example, a standard SQL call. Some companies developing database performance 
tuning and development tools (e.g., IronGrid) have a tool that allows users to view all 
of the SQL statements flowing through a Java application and the database. 
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SUMMARY 

This disclosure provides for performance monitoring of method calls and 
database statements in an application server. 

In one embodiment, a method includes correlating a database call generated by 
5 a method with the method that generated the database call. The method also includes 
monitoring one or more parameters associated with the database call and displaying to 
a client a first identifier of the database call, a second identifier of the method that 
generated the data base call, and one or more of the one or more parameters 
associated with the database call. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of the present disclosure and its 
advantages, reference is now made to the following descriptions, taken in conjunction 
with the accompanying drawings, in which: 
5 FIGURE 1 illustrates an example system for performance monitoring of 

method calls and database statements in an application server; 

FIGURE 2 illustrates an example management console, which may allow a 
client to visualize underperforming SQL calls and the methods that generated the SQL 
calls; and 

10 FIGURE 3 illustrates an example method for performance monitoring of 

method calls and database calls in an application server. 
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DESCRIPTION OF EXAMPLE EMBODIMENTS 

FIGURE 1 illustrates an example system 10 for performance monitoring of 
method calls and database statements in an application server. In one embodiment, 
system 10 includes one or more clients 12, an application server 14, a database server 
16, and an analyzer component 18. In general, system 10 enables clients 12 to 
identify slow and underperforming database calls by monitoring and visualizing 
database calls, and the method calls generating the database calls, in a management 
console 19 that is displayable on client 12. In one embodiment, management console 
19 displays the entire flow of methods with slow or underperforming database call 
statements. 

Clients 12 access services provided by applications on application server 14. 
Each client 12 may include input devices, output devices, mass storage media, 
processors, memory, interfaces, communication ports, or other appropriate 
components for interacting with application server 14 and viewing output. Although 
a particular number of clients 12 are shown, system 10 may include any suitable 
number of clients 12 according to particular needs. As used in this document, client 
12 is intended to encompass a personal computer, workstation, network computer, 
kiosk, wireless data port, personal digital assistant (PDA), one or more processors 
within these or other devices, or any other suitable processing device. Moreover, 
"client 12" and "user of client 12" may be used interchangeably without departing 
form the scope of this disclosure. For example, client 12 may comprise a computer 
that includes an input device, such as a keypad, touch screen, mouse, or other device 
that can accept information, and an output device that conveys information associated 
with the operation of application server 14 or clients 12, including digital data, visual 
information, or other suitable information. Both the input device and output device 
may include fixed or removable storage media such as a magnetic computer disk, CD- 
ROM, or other suitable media to both receive input from and provide output to users 
of clients 12 through a portion of a web interface. In one embodiment, clients 12 
include HyperText Markup Language (HTML) pages and applets running in 
browsers, Java applications, and other applications that can intemperate with Java. 
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Clients 12 may communicate with application server 14 using a network 20. 
Network 20 facilitates wireless or wireline communication between application server 
14 and any other computer such as clients 12. Network 20 may communicate, for 
example, Internet Protocol (IP) packets, Frame Relay frames, Asynchronous Transfer 
5 Mode (ATM) cells, voice, video, data, and other suitable information between 
network addresses. Network 20 may include one or more local area networks 
(LANs), metropolitan area networks (MANs), wide area networks (WANs), all or a 
portion of a global network such as the Internet, or any other communication system 
or systems at one or more locations. 

10 Application server 14 includes an electronic computing device operable to 

receive, transmit, process, and store data associated with system 10. For example, 
application server 14 may include a general-purpose personal computer (PC), a 
Macintosh, a workstation, a Unix-based computer, a server computer, or any other 
suitable device. In one embodiment, application server 14 includes software that runs 

15 between web browser-based client applications and databases and applications. 
Application server 14 may handle application logic and connectivity. Application 
server 14 may support clients 12 by offering an integrated suite of distributed 
computing capabilities. In one embodiment, application server 14 includes a J2EE 
application server. 

20 Application server may include one or more applications 22. In one 

embodiment, each application 22 may include a J2EE servlet application 22a, an 
Enterprise Java Beans (EJB) application 22b, a JavaServer Pages (JSP) application 
22c, or any other suitable type of application, according to particular needs. An EJB 
application 22b may include an entity bean application 22b, a stateful session bean 

25 application 22b, a stateless session bean application 22b, or any other suitable type of 
EJB application 22b. In one embodiment, application server 14 is associated with a 
web server 24. Web server 24 may allow web clients 12b to interact with application 
server 14 using a network 20 such as the Internet, for example. In one embodiment, 
J2EE servlet applications 22a and JSP applications 22c generally assist in web-based 

30 communication with clients 12. 
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Database server 16 may include one or more databases 26. Although 
described as a database server, database server 16 may be more broadly referred to as 
an information server, which includes databases 26 or other suitable information 
components such as spreadsheets or flat files. Reference to "database server 16" is 
5 meant to include "information server," and reference to "databases 26" is meant to 
include other suitable information components. Although a particular number of 
databases 26 are shown, database server 16 may include any suitable number and 
types of databases 26. Each database 26 may store and facilitate retrieval of 
information used by applications 22 associated with application server 14. Each 

10 database 26 may include any hardware, software, firmware, or combination thereof 
operable to store and facilitate retrieval of information. Also, each database 26 may 
use any of a variety of data structures, arrangements, and compilations to store and 
facilitate retrieval of information. 

In one embodiment, system 10 is implemented using a Java 2 Enterprise 

1 5 Edition ( J2EE) architecture, which generally promotes applications to be multi-tiered. 
Although the present disclosure focuses on an embodiment in which system 10 is 
implemented using the J2EE architecture, system 10 may be implemented using any 
suitable architecture, according to particular needs, without departing from the scope 
of this disclosure. In an embodiment in which system 10 is implemented using the 

20 J2EE architecture, system 10 may be divided into one or more tiers 28. In one 
embodiment, tiers 28 include a presentation tier 28a, a middle tier 28b, and a data tier 
28c. Tiers 28 may describe a logical arrangement of system 10 or a physical 
arrangement of system 10 according to particular needs. 

In one embodiment, presentation tier 28a includes one or more clients 12a. In 

25 an embodiment in which application server is associated with web server 24, 
presentation tier 28a may include web server 24. In this embodiment, it may be 
desirable to not include web clients 12b in presentation tier 28a, although this is not 
required. Middle tier 28b may include one or more application servers 14 running 
one or more applications 22. Application server 14 may include a J2EE application 

30 server. Data tier 28c may include one or more database servers 16, each including 
one or more databases 26. 
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Application tier 20a, presentation tier 20b, and data tier 20c may be include 
one or more computers and the servers (and similarly clients 12, application server 
14, database server 16, analyzer component 18, and web server 24) may each include 
one or more computers at one or more locations and may share data storage, 
5 communications, or other resources according to particular needs. For example, 
functionality described in connection with clients 12, application server 14, database 
server 16, analyzer component 18, and web server 24 may be provided using a single 
computer system, which in a particular embodiment might include a conventional 
desktop or laptop computer. Furthermore, functionality described in connection with 

10 clients 12, application server 14, database server 16, analyzer component 18, and web 
server 24 may be provided using any suitable software components. Each computer 
system may include one or more suitable input devices, output devices, mass storage 
media, processors, memory, or other components for receiving, processing, storing, 
and communicating information according to the operation of system 10. 

15 Applications 22 on application server 14 may include one or more methods 

29, which may generate database calls 30 such as SQL calls 30, for example, to a 
database 26. For example, methods 29 may generate database calls 30 to a database 
26 in response to interaction with a client 12. As another example, methods 29 may 
spontaneously generated database calls 30 to a database 26. Although methods 29 are 

20 described as methods, the present invention contemplates methods 29 being methods, 
functions, applications, objects, or any other suitable collection of computer code. In 
one embodiment, applications 22 use a Java Database Connectivity (JDBC) 
Application Program Interface (API) for generating SQL calls 29. In this 
embodiment, methods 29 may include Java methods 29 making JDBC calls. In one 

25 embodiment, client 12 interactions trigger data flows from presentation tier 28a to 
application server 14 (middle tier 28b) and ultimately to a database 26 (data tier 28c). 
Although database calls 30 generated by methods 29 may be any suitable type of 
database calls 30, for simplicity the remainder of this disclosure will refer to database 
calls 30 as SQL calls 30. SQL calls 30 may cause a bottleneck in the performance 

30 and response time of methods 29, and ultimately of applications 22. In one 
embodiment, analyzer component 18, in conjunction with interceptor component 31 
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and insider component 33, provides a way to identify problematic (e.g., slow) SQL 
calls 30 and the Java methods 29 (e.g., JDBC calls) within applications 22 that made 
the problematic SQL calls 30. 

To intercept SQL calls 30 flowing from methods 29 within applications 22 on 
5 application server 14 to a database 26 on database server 16, an interceptor 
component 31 may be installed in system 10. As used in this disclosure, the term 
"intercept" may include capturing and redirecting, copying, determining certain 
information (i.e., parameters), or any other suitable action, according to particular 
needs. For example, interceptor component 31 may capture SQL calls 30 and redirect 

10 them to analyzer component 18. As another example, interceptor component 30 may 
copy the SQL calls 30 and forward the copy to analyzer component 18. As yet 
another example, interceptor component 30 may determine certain parameters 
associated with SQL calls 30 and merely forward the parameters to analyzer 
component 18. Interceptor component 31 may be installed on application server 14, 

15 on database server 16, "between" application server 14 and database server 16, or at 
any other suitable location according to particular needs. In one embodiment, 
interceptor component 3 1 includes a Proxy JDBC Driver, which may be developed 
using Java Dynamic Proxy Framework and capable of working with JDBC compliant 
databases 26. In general, interceptor component 31 intercepts SQL calls 30 from 

20 methods 29 within applications 22 and communicates one or more parameters 32 
associated with the intercepted SQL calls 30 to analyzer component 18. For a 
particular intercepted SQL call 30, parameters 32 may include a SQL statement of the 
intercepted SQL call 30, SQL execution time of the intercepted SQL call 30, SQL 
exceptions of the intercepted SQL call 30, or any other suitable parameters 32. 

25 System 10 also includes an insider component 33 associated with application 

server 14 for intercepting methods 29 such as JDBC calls for applications 22. The 
term "intercept" may be broadly defined as described above with reference to 
interceptor component 31. In one embodiment, insider component 33 resides on 
application server 14. In general, insider component 33 intercepts methods 29 

30 associated with one or more applications 22 and sends the one or more parameters 34 
associated with the intercepted method 29 to analyzer component 18. Parameters 34 
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may include a timestamp of the associated method 29. In one embodiment, insider 
component 33 monitors and intercepts each Java method 29 in entire Java method call 
trees. 

Analyzer component 18 may include any suitable hardware or software 
5 component. In one embodiment, analyzer component 18 may be thought of as an 
agent that includes software components that monitor certain managed objects and 
report their status to a manager component. In this embodiment, the manager 
component may include a graphical utility that is used to discover and configure the 
agent (e.g., analyzer component 18), view the status of the managed objects, and 

10 launch reports. In general, analyzer component 18 correlates each intercepted SQL 
call 30 with the method 29 that generated the SQL call 30 by comparing one or more 
parameters 32 for each intercepted SQL call 30 received from interceptor component 
31 with one or more corresponding parameters 34 for each method 29 received from 
insider component 33. For example, analyzer component 18 may consider an 

15 invocation timestamp and a thread of execution for each intercepted SQL call 30 and 
each method 29. In one embodiment, if the execution thread and the timestamps for 
an intercepted SQL call 30 and a method 29 match each other, then analyzer 
component 18 correlates the SQL call 30 received from interceptor component 31 
with the method 29 received from insider component 33. Although this particular 

20 example is described, analyzer component 18 may correlate each SQL call 30 with the 
method 29 that generated the SQL call 30 in any suitable manner, according to 
particular needs. 

In one embodiment, analyzer component 1 8 initiates generation and or update 
of management console 19 on client 12 to reflect the determined correlation. 

25 Analyzer component 18 may initiate communication of an alert notification to client 
12 if certain conditions are met or certain thresholds are exceeded. For example, if 
the execution time for a particular SQL call 30 exceeds a predetermined threshold 
execution time, analyzer component 18 may initiate communication of an alert 
notification to client 12, notifying client 12 that the SQL call 30 exceeded the 

30 predetermined threshold execution time, for example. In one embodiment, the alert 
notification may be communicated in lieu of generation or update of management 
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console 19. Management console 19 or alert notifications may allow client 12 to 
monitor performance and response time of applications 22 and associated SQL calls 
30. For each SQL call 30, allowing client 12 to view one or more parameters 32 of 
the SQL call 30 (e.g., SQL execution time) and the method 29 that generated the SQL 
5 call 30 (e.g., via management console 19 or an alert notification) may allow client 12 
to identify bottlenecks in performance and response time of methods 29 and 
ultimately of applications 22. This capability may allow client 12 to plan for 
technology changes, future needs, and other suitable business and technology 
considerations. 

10 In operation of system 10, a client 12 may trigger a data flow within system 

10. For example, client 12 may interact with an application 22 on application server 
14. An application 22 on application server 14 may respond to the data flow triggered 
by client 12. A method 29 within an application 22 may generate a SQL call 30 in 
response to the data flow. Interceptor component 31 may intercept the SQL call 30 

15 and communicate one or more parameters 32 for the intercepted SQL call 30 to 
analyzer component 18. Insider component 33 may intercept methods 29, such as 
JDBC calls, and communicate one or more parameters 34 for the intercepted methods 

29 to analyzer component 18. Analyzer component 18 may correlate the intercepted 
SQL call 30 to the method 29 that generated the intercepted SQL call 30. In one 

20 embodiment, analyzer component 18 may perform this correlation by comparing one 
or more parameters 32 for the intercepted SQL call 30 received from interceptor 
component 31 with one or more corresponding parameters 34 associated with an 
method 29 received from insider component 33 to determine whether the method 29 
generated the intercepted SQL call 30. In one embodiment, if analyzer component 18 

25 determines that one or more parameters 32 associated with the intercepted SQL call 

30 match one or more corresponding parameters 34 associated with a particular 
method 29, then analyzer component 18 concludes that the particular method 29 
generated the intercepted SQL call 30. 

When the analyzer component correlates the intercepted SQL call 30 with the 
30 method 29 that generated the intercepted SQL call 30, analyzer component 18 may 
notify client 12. For example, analyzer component 18 may initiate generation or 



ATTORNEY DOCKET NO. 
063170.2552 (20000225) 



PATENT APPLICATION 



12 

update of management console 19 that is displayable on client 12. As another 
example, analyzer component 1 8 may initiate communication of a alert notification to 
client 12. In one embodiment, analyzer component may communicate an alert 
notification to client 12 if one or more of the parameters 32 associated with the 
5 intercepted SQL call 30 exceeds a predetermined threshold. 

In certain embodiments, data flows are substantially continuously being 
generated by clients 12 (or spontaneously) such that interceptor component 31 is 
substantially continuously intercepting SQL calls 30 and communicating parameters 
31 for each intercepted SQL call 30 to analyzer component 18. Similarly, insider 

10 component 33 may be substantially continuously intercepting methods 29 such as 
JDBC calls and communicating parameters 34 associated with the intercepted 
methods 29 to analyzer component 18. Analyzer component 18 may substantially 
continuously correlate received intercepted SQL calls 30 with the methods 29 that 
generated the received intercepted SQL calls 30, such that correlation is performed in 

15 substantially real time. In this embodiment, system 10 may enable client 12 to be 
notified of underperforming SQL calls 30 and their associated methods 29 in 
substantially real time. 

FIGURE 2 illustrates an example management console 19, which may allow a 
client 12 to visualize underperforming SQL calls 30 and the methods 29 that 

20 generated the SQL calls 30. It should be understood that example management 
console 19 is for illustration purposes only and that management console 19 may 
include any suitable structure, format, and data according to particular needs. 
Management console may include a graphical user interface (GUI) displayable on 
client 12. Generally, management console 19 provides client 12 with an efficient and 

25 user-friendly presentation of data provided by system 10, such as a unified display of 
disparate output. Management console 19 may include a plurality of displays having 
interactive fields, pull-down lists, windows, and buttons operated by the user of client 
12. In one embodiment, management console 19 presents formatted output and 
receives commands from client 12. Management console 19 contemplates any 

30 graphical user interface, such as a generic web browser, that processes information in 
system 10 and efficiently presents the information to the user of client 12. 
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Application server 14 (or web server 24, where appropriate) can accept data from 
client 12 via the web browser (e.g., Microsoft Internet Explorer or Netscape 
Navigator) and return appropriate HTML or Extensible Markup Language (XML) 
responses. 

5 In one embodiment, management console 19 shows the user of client 12 a tree 

40 of methods 29. For example, tree 40 of methods 29 may include Java method call 
sequences. Each Java method call in the sequence may have one or more events 42. 
In one embodiment, an event 42 includes an unsolicited notification from a manager 
or agent that indicates that a threshold limit was exceeded, a network topology has 

10 changed, an informational message or an error occurred, an application alert occurred, 
or any other suitable occurrence. As examples, each method 29 in the sequence may 
have events 42 for SQL execution time, maximum SQL execution time, SQL 
statement (not present in the illustrated screen shot), or any other suitable events 42. 
A SQL execution time event 42 may include the performance of the last SQL call 30 

15 made by the method 29 in a certain unit of time (e.g., milliseconds). A maximum 
SQL execution time event 42 may include the performance of the worst SQL call 30 
made by the method 29. A SQL statement event 42 may include the exact SQL query 
made by the method 29. 

FIGURE 3 illustrates an example method for performance monitoring of 

20 method calls 29 and database calls 30 in an application server 18. At step 100, a 
client 12 triggers a data flow within system 10. For example, client 12 may interact 
with an application 22 on application server 14. At step 102, an application 22 on 
. application server 14 responds to the data flow triggered by client 12. At step 104, a 
method 29 within an application 22 generates a SQL call 30 in response to the data 

25 flow. At step 106, interceptor component 31 intercepts the SQL call 30 and, at step 
108, interceptor component 31 communicates one or more parameters 32 for the 
intercepted SQL call 30 to analyzer component 18. At step 110, insider component 
33 intercepts a method 29, such as a JDBC call, and, at step 112, insider component 
33 communicates one or more parameters 34 for the intercepted method 29 to 

30 analyzer component 1 8 . 
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At step 114, analyzer component 18 determines whether the intercepted SQL 
call 30 correlates to the intercepted method 29 in that the intercepted method 29 
generated the SQL call 30. In one embodiment, analyzer component 18 determines 
whether a correlation exists by comparing one or more parameters 32 for the 
5 intercepted SQL call 30 received from interceptor component 31 with one or more 
corresponding parameters 34 associated with an method 29 received from insider 
component 33 to determine whether the method 29 generated the intercepted SQL call 
30. As an example, if one or more parameters 32 for the intercepted SQL call 30 
received from interceptor component 3 1 match one or more corresponding parameters 

10 34 associated with intercepted method 29 received from insider component 33, 
analyzer component may conclude that a correlation exists between the intercepted 
SQL call 30 and the intercepted method 29. 

If analyzer component 18 determines at step 114 that intercepted method 29 
does not correlate to intercepted SQL call 30, then returns to step 110 to retrieve a 

15 next intercepted method 29. If analyzer component 18 determines at step 114 that 
intercepted method 29 correlates to intercepted SQL call 30 in that intercepted method 
29 generated intercepted SQL call 30, then analyzer component 18 may notify client 
12 at step 116. For example, analyzer component 18 may initiate generation or 
update of management console 19 that is displayable on client 12. As another 

20 example, analyzer component 18 may initiate communication of a alert notification to 
client 12. In one embodiment, analyzer component may communicate an alert 
notification to client 12 if one or more of the parameters 32 associated with the 
intercepted SQL call 30 exceeds a predetermined threshold. 

In certain embodiments, data flows are substantially continuously being 

25 generated by clients 12 (or spontaneously) such that interceptor component 31 is 
substantially continuously intercepting SQL calls 30 and communicating parameters 
31 for each intercepted SQL call 30 to analyzer component 18. Similarly, insider 
component 33 may be substantially continuously intercepting methods 29 such as 
JDBC calls and communicating parameters 34 associated with the intercepted 

30 methods 29 to analyzer component 18. Analyzer component 18 may substantially 
continuously correlate received intercepted SQL calls 30 with the methods 29 that 
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generated the received intercepted SQL calls 30, such that correlation is performed in 
substantially real time. In this embodiment, system 10 may enable client 12 to be 
notified of underperforming SQL calls 30 and their associated methods 29 in 
substantially real time. 

5 Although the steps of the method are described in a particular order, the 

present disclosure contemplates the steps of the method being performed in any 
suitable order, including substantially simultaneously, according to particular needs. 
For example, insider component 32 and interceptor component 30 may perform their 
respective steps substantially simultaneously. 

10 Although this disclosure has been described in terms of certain embodiments 

and generally associated methods, alterations and permutations of these embodiments 
and methods will be apparent to those skilled in the art. Accordingly, the above 
description of example embodiments does not define or constrain this disclosure. 
Other changes, substitutions, and alterations are also possible without departing from 

15 the spirit and scope of this disclosure. 



